Chapter 3: The Threshold for Triggering Due Diligence
Obligations to Prevent

A. General Criteria

It is challenging to determine when due diligence obligations for harm
prevention are triggered.! If any risk of harm triggered preventive duties this
would likely be overly intrusive upon state sovereignty as it is inevitable
that in an increasingly interconnected international legal order states will
influence each other and at times also in a detrimental way. It is hence
clear that minor harmful effects and mere nuisances have to be tolerated
and do not trigger due diligence obligations to prevent. In principle, any
‘wrong’ or ‘injurious act’ that affects the rights of other states can fall
under the purview of the harm prevention rule.® Interference with a right
of a state will regularly indicate that the threshold is met.* These abstract
enunciations as such do however not say anything meaningful about the
precise threshold of when due diligence duties are triggered.

I. Risk of significant cyber harm
In the Trail Smelter arbitration the tribunal referred to ‘serious consequen-

ces’.> In its Draft Articles on Prevention the ILC asserted the threshold
of ‘risk of significant harm’, distinguishing it from the allegedly higher

1 Luke Chircop, A Due Diligence Standard of Attribution in Cyberspace’, International
and Comparative Law Quarterly 67 (2018), 1-26, at 8; Michael N. Schmitt (ed.), Tallinn
Manual 2.0 on the International Law Applicable to Cyber Operations (Cambridge:
Cambridge University Press 2017), p. 36, para. 25.

2 Jelena Baumler, Das Schddigungsverbot im Volkerrecht (Berlin: Springer 2017), 5.

3 US Supreme Court, United States v. Arjona, 7 March 1887, 120 U.S. Reports 1887, 484;
Trail Smelter Case (USA v. Canada), Decision of 16 April 1938, UNRIAA, vol. II1, 1963;
ICJ, Corfu Channel Case (United Kingdom v. Albania), Judgment of 9 April 1949, IC]
Reports 1949, 4, p. 22. see chapter 2.A.I1.

4 Schmitt, “Tallinn Manual 2.0’ 2017 (n. 1), p. 34, para. 15.

5 Trail Smelter’ (n. 3), 1965.
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standard of ‘seriousness’, ‘substantial’ or ‘grave’ harm.® The IC]J reiterated
the threshold of a risk of significant harm in Pulp Mills.” As the threshold
of significant harm is also stipulated in several treaty norms which spell out
the harm prevention rule area-specifically®, it can be considered the most
dominant threshold for triggering due diligence duties.

In cyberspace, this ‘significance’ threshold has been acknowledged by
a variety of states and commentators.” Finland for example reiterated
the ‘significant harm’ threshold.”” The (non-binding) Paris Call for Trust
and Security condemned ‘significant, indiscriminate harm™!, a CoE Report
asserted the significance threshold regarding harm to the integrity and
availability of the internet.!> Other states have used broader formulations.
The Czech Republic e.g. referred to harm to states’ rights.® France broadly

6 ILC, Draft Articles on Prevention of Transboundary Harm from Hazardous Activi-
ties, UN General Assembly, A/56/10, 23 April-1 June, 2 July-10 August 2001, commen-
tary to art. 2, 152, para. 4.

7 In the judgment the ICJ referred to ‘significant damage’ ICJ, Pulp Mills on the River
Uruguay (Argentina v. Uruguay), Judgment of 20 April 2010, IC]J Reports 2010, p.14,
45, para. 101.

8 OECD Council recommendation C(74)224 of 14 November 1974 on Principles con-
cerning transfrontier pollution (OECD, OECD and the Environment (1986), p. 142);
Helsinki Rules on the Uses of the Waters of International Rivers (International Law
Association, Report of the Fifty-second Conference, Helsinki, 1966 (1967), p. 496),
article X; Memorandum of Intent Concerning Transboundary Air Pollution, between
the Government of the United States and the Government of Canada, of 5 August
1980 UNTS vol. 1274, No. 21009, p. 235.

9 Rebecca Crootof, ‘International Cybertorts: Expanding State Accountability in Cy-
berspace’, Cornell Law Review 103 (2018), 565-644, at 600.

10 Finland, International law and cyberspace, Finland’s national positions, October 2020,
p.4: ‘It is widely recognized that this principle, often referred to as due diligence, is
applicable to any activity which involves the risk of causing significant transboundary
harm’; similarly, New Zealand has referred to significant harmful effects, albeit only with
regard to the negative prohibitive dimension, New Zealand, The Application of
International Law to State Activity in Cyberspace, 1 December 2020, para. 14: ‘Bearing
those factors in mind, and having regard to developing state practice, New Zealand
considers that territorial sovereignty prohibits states from using cyber means to cause
significant harmful effects manifesting on the territory of another state’.

11 Paris Call for Trust and Security, 12 November 2018, p. 1.

12 Explanatory Memorandum to the draft Recommendation CM/Rec(2011) of the Com-
mittee of Ministers to member states on the protection and promotion of Internet’s
universality, integrity and openness, CM Documents, CM(2011)115-addl, 24 August
2011, § 80.

13 Czech Republic, Comments submitted by the Czech Republic in reaction to the
initial “pre-draft” report of the Open-Ended Working Group on developments in the
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referred to acts ‘to the detriment of third parties’.'* Asserting an arguably
higher standard the Netherlands, Canada and Ecuador have referred to
‘serious adverse consequences™, echoing Rule 6 of the Tallinn Manual
which cumulatively referred to acts that ‘affect the rights of, and produce
serious adverse consequences for, other states’.!® The Tallinn Manual how-
ever did not elaborate the basis of this threshold.” Scholarly statements
on the application of international law in cyberspace have combined refer-
ences to ‘serious adverse consequences’ and ‘significant harm’ and referred
to ‘significant adverse or harmful consequencesd, indicating that both
standards are closely related and that a meaningful differentiation between
both cannot be made at this point. States may decide to apply a higher
threshold of harm in cyberspace but the above-mentioned references are
not sufficiently frequent and consistent to indicate that states want to apply
a higher threshold than the predominant threshold of significant harm.

field of information and telecommunications in the context of international security,
March/April 2020, p.3.

14 France, France’s response to the pre-draft report from the OEWG Chair, March/April
2020, p. 4.

15 Netherlands, Letter of 5 July 2019 from the Minister of Foreign Affairs to the President of
the House of Representatives on the international legal order in cyberspace, Appendix,
International Law in Cyberspace, p. 5; Canada, Updated norms guidance text with
additions from States, 30 November 2020, p. 2; Ecuador, Ecuador preliminary comments
to the Chair’s “Initial pre-draft” of the Report of the United Nations Open Ended
Working Group on developments in the field of information and telecommunications in
the context of international security (UN OEWG), April 2020, p. 2.

16 Schmitt, “Tallinn Manual’ (n. 1) 2017, rule 6, p. 30: ‘A State must exercise due diligence
in not allowing its territory, or territory or cyber infrastructure under its governmen-
tal control, to be used for cyber operations that affect the rights of, and produce
serious adverse consequences for, other States’ The Tallinn Manual seemed to suggest
that ‘serious adverse consequences’ is a higher threshold than ‘significant’ but did not
elaborate why it chose this standard instead of the ‘significance’ standard. A reference
to the Trail Smelter arbitration indicates that the Group of Experts may have derived
the terminology from this award, see ibid. p. 37, para. 25.

17 Antonio Coco/Talita de Souza Dias, ““Cyber Due Diligence™: A Patchwork of Pro-
tective Obligations in International Law’, European Journal of International Law 32
(2021), 771-805, at 786.

18 Oxford Institute for Ethics, Law and Armed Conflict (ELAC), Second Oxford State-
ment on International Law Protections of the Healthcare Sector During Covid-19:
Safeguarding Vaccine Research, 7 August 2020, para. 2, available at: https://elac.web
.ox.ac.uk/article/the-second-oxford-statement#/. ‘International law prohibits cyber
operations by States that have significant adverse or harmful consequences(...)’.
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Due diligence obligations are hence triggered by the risk of significant
harm."” The ILC commentaries assert that the risk assessment is the ‘com-
bined assessment of the gravity/magnitude of harm and the probability of
its occurrence’.?’ This combined assessment has been illustrated as two in-
terconnected axes with sliding scale’.?! The low probability of considerable
harm as well as the high probability of minor harm will trigger preventive
duties.?? Assessing the probability-dependent assessment of a risk of signifi-
cant harm has hence a predictive and future-oriented character.?* The ILC
commentaries refer to the ‘appreciation of harm [that a properly informed
observer] ought to have had’.24

The future-orientation of the risk assessment raises the question if be-
yond present or imminent risks of harm also general or abstract risks of
harm?> with yet unknown potential materialization and chains of causality
trigger preventive duties.?® In cyberspace, this aspect is particularly relevant
as here the unpredictable behaviour of social groups, e.g. of cyber criminals
or other non-state actors, is a particularly relevant risk scenario.?”

19 ILC Draft Articles on Prevention (n. 6), art.l.

20 The ILC Draft Prevention articles refer to ‘the combined effect of the probability
of occurrence of an accident and the magnitude of its injurious impact’; ILC Draft
Articles on Prevention (n. 6), commentary to art. 2, p. 152, para. 2.

21 Arie Trouwborst, Precautionary Rights and Duties of States (Leiden/Boston: Martinus
Nijhoff 2006), 26.

22 See already ILC, Fifth Rep. on International Liability for Injurious Consequences
Arising Out of Acts Not Prohibited by International Law, by Mr Julio Barboza,
Special Rapporteur, A/CN.4/423; YBILC 1989, p. 85, para. 315.

23 ILC Draft Articles on Prevention (n. 6), commentary to art. 1, p. 151, para. 14: (14) As
to the element of “risk”, this is by definition concerned with future possibilities, and
thus implies some element of assessment or appreciation of risk’

24 1Ibid.

25 The Tallinn Manual helpfully distinguishes between ‘particularised’ and ‘general’ risks
in its discussion of the scope of the due diligence obligation but does not specify these
types of risk further, Schmitt, “Tallinn Manual 2.0’ 2017 (n. 1), rule 7, p. 44, para. 7.

26 On the oversimplifying differentiation between known and unknown risks Stephen
Townley, ‘The Rise of Risk in International Law’, Chicago Journal of International
Law 18 (2018), 594-646, at 597: ““Unknown” risk is more inchoate potential peril
about which we lack information either on the likelihood of the harm materializing
or knowledge of the effect it would have if it did.

27 On unpredictable human behaviour as a category of risk distinct from positive, scien-
tifically accessible causality Heike Krieger/Anne Peters, ‘Due Diligence and Structural
Change in the International Legal Order’, in Heike Krieger/Anne Peters/Leonhard
Kreuzer, Due Diligence in the International Legal Order (Oxford: Oxford University
Press 2020), 351-390, at 353.
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A closer look at the harm prevention rule reveals that an exclusion of
abstract or general risks from the scope of the harm prevention rule is not
convincing. Already in the Alabama case the US Supreme Court linked due
diligence to ‘vigilance’.?® Vigilance is per definitionem alertness with regard
to possible, yet uncertain danger’.?” Related to the continuity-entailing as-
pect of ‘vigilance’ it is furthermore acknowledged that due diligence is of a
continuous character3® — which only makes sense if already the existence of
a general risk triggers the obligation to exercise due diligence. Furthermore,
the ILC asserted that due diligence under the harm prevention rule may
require to identify risky activities®® which again logically presumes that
already the existence of a general or abstract, yet in its materialization
unknown risk suffices to trigger due diligence obligations. Lastly, a central
due diligence requirement in general international law is taking legislative
measures against risky activities.3? As legislative measures overwhelmingly
do not address particular risks requiring an instantaneous reaction but only
anticipate general or abstract risks this also logically presumes that already
general risks trigger due diligence obligations.

Therefore, an exclusion of abstract or general risks from the scope of the
harm prevention rule is not plausible. The remoteness of the risk may duly

28 Tribunal of arbitration established by Article I of the Treaty of Washington of 8 May
1871, Alabama claims of the United States of America against Great Britain, Award
of 14 September 1872, UNRIAA, XXIX, 125-134: [A] diligence proportioned to the
magnitude of the subject (...) a diligence which shall, by the use of active vigilance,
and of all the other means in the power of the neutral, through all stages of the
transaction, prevent its soil from being violated (...)".

29 Robert Sprague/Sean Valentine, ‘Due Diligence’, Encyclopedia Britannica, 4 October
2018, available at: https://www.britannica.com/topic/due-diligence; see also Anne
Peters/Heike Krieger/Leonhard Kreuzer, ‘Due Diligence in International Law: Dis-
secting the Leitmotif of Current Accountability Debates’, in Heike Krieger/Anne
Peters/Leonhard Kreuzer, Due Diligence in the International Legal Order (Oxford:
Oxford University Press 2020), 1-19, at 2.

30 Samantha Besson, ‘La Due Diligence en Droit International’, Recueil des Cours de
IAcadémie de Droit International de la Haye 409 (2020) 153-398, at 250, para.
197; CoE, Steering Committee on the Media and New Communication Services
(CDMC), Explanatory Memorandum to the draft Recommendation CM/Rec (2011)
of the Committee of Ministers to member states on the protection and promotion
of Internet’s universality, integrity and openness, CM(2011)115-addl 24 August 2011,
para. 83: “The commitment “to take all reasonable measures” to prevent and respond
to disruptions or interference, or to minimise risks and consequences thereof, should
be of a continuous nature.

31 ILC Draft Articles on Prevention (n. 6), commentary to art. 3, p. 153, 154, para. 5.

32 Ibid., art. 5; see on required due diligence measures also chapter 4.D.1, II.
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be considered in the interpretation of due diligence requirements which are
proportionally diminished for unlikely or remote scenarios.’* Furthermore,
due diligence is not triggered by purely hypothetical or far-fetched scenar-
ios.3

I1. Integrating acts reaching the threshold of prohibitive rules into the risk
of harm threshold

The editor of the Tallinn Manual has argued that in order for due diligence
obligations to be triggered it does not suffice that a risk of significant (or
serious) harm exists but that it is required that the harmful activity would
amount to a violation of international law (if committed by a state).3> Such
an approach can point to the wording of para. 13 lit. ¢ of the UN GGE
Report 2015 - the harm prevention rule reference - that states must not
allow ‘internationally wrongful acts’.36

Such a high threshold is however hard to square with the case law of the
harm prevention rule. The Trail Smelter merely required injurious conse-
quences¥, the Arjona case a ‘wrong’ to another state.’® The Corfu Channel
and Island of Palmas case refer to ‘rights™?, but it is not evident that every
interference with a right already constitutes an internationally wrongful
act.4% Furthermore, such a rigidly high threshold would significantly restrict
the breadth of the rule’s rationale. The open-endedness of the criterion of
significant harm is a strength of the norm to also flexibly take new forms

33 Ibid., commentary to art. 3, p. 154, para. 11.

34 Ibid., commentary to art. 3, p. 153, 154, para. 5.

35 Michael Schmitt, “Three International Law Rules for Responding Effectively to Hos-
tile Cyber Operations’, JustSecurity, 13 July 2021, available at: https://www.justse
curity.org/77402/three-international-law-rules-for-responding-effectively-to-h
ostile-cyber-operations/: ‘It must be cautioned that the rule does not apply to
cyber operations unless they implicate the legal rights of other states (...) As noted
above, the international law most likely to be breached by hostile cyber operations is
sovereignty. Absent that rule, the due diligence obligation would apply only rarely’

36 United Nations, Report of the Group of Governmental Experts on Developments in
the Field of Information and Telecommunications in the Context of International
Security (UN GGE), A/70/174, 22 July 2015 (UN GGE Report 2015), para. 13 lit. c.

37 Trail Smelter’ (n. 3),1963.

38 US Supreme Court, United States v. Arjona, 7 March 1887, 120 U.S. Reports 1887, 484.

39 ICJ, ‘Corfu Channel Case’ (n. 3), p. 22; Arbitrator Max Huber, Case of the Island of
Palmas (Netherlands v. USA), Award of 4 April 1928, vol. II, UNRIIA, 829-871, 839.

40 Coco/Dias, ‘Cyber Due Diligence’ 2021 (n. 17), 785.
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of harm into account.*! In cyberspace, this benefit of the rule is particularly
helpful as the question which low-level cyber harm violates international
law is often not sufficiently clear.#? It is hence preferable that the mere risk
of significant harm triggers due diligence obligations to prevent*? and that
it is not necessary that an act amounts to a violation of a (distinct) rule of
international law (if committed by a state).

Nevertheless, the discussion of when cyber operations reach the thresh-
old of a prohibitive rule can also be made fruitful for the harm prevention
rule. If an operation would reach the threshold of a prohibitive primary
rule of international law if it was (hypothetically) conducted by a state
this regularly indicates that the threshold of significant harm is met.** For
example, if a cyber operation reaches the threshold of prohibited force,
this will indicate the significance of harm. Hereby, acts which reach the
threshold of prohibitive rules can be integrated into the preventive scope
of the harm prevention rule. Such a ‘hypothetical norm violation test’ is
important to close accountability gaps: It is often impossible to attribute
malicious cyber activities to a state.*> For example, if a single hacker, not
associated in any way to a state, sabotages the IT system of a foreign
parliament via ransomware — an act that may constitute prohibited inter-
vention if committed by a state*® — such a case would not fall under the
prohibition of intervention as long as the attacker’s acts are not attributable
to the state.*” Similarly, ransomware attacks on foreign hospitals by cyber
criminals that may even amount to a prohibited use of force if committed
by a state do not lead to a territorial state’s accountability if the attack is
not attributable to it. In such cases, the harm prevention rule enhances the
territorial state’s accountability by at least requiring it to prevent, stop or
mitigate the harmful operation.

It is important to note that integrating acts reaching the threshold of pro-
hibitive rules into the scope of the harm prevention rule via a ‘hypothetical
norm violation test’ in no way bears on the question of legal consequences

41 Crootof, ‘International Cybertorts’ 2018 (n. 9), 608.

42 See Introduction.

43 A fortiori the negative prohibitive dimension of the harm prevention rule obliges
states not to cause such harm trough own acts. On the negative prohibitive dimension
of the rule see chapter 2.AVI.

44 Schmitt, “Tallinn Manual 2.0’ 2017 (n. 1), p. 34, para. 15.

45 See Introduction.

46 See below chapter 3.B.I1.2.3.2.

47 Schmitt, “Tallinn Manual 2.0’ 2017 (n. 1), commentary to rule 66, p. 313, 314, para. 4.
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on the secondary level. The legal consequences of a violation of the harm
prevention rule remain exclusively determined by the rules applicable to
a violation of the harm prevention rule. States are only entitled to take
non-forcible countermeasures against a violation.*® Utilizing the prohibitive
threshold as an indicator for significant harm hence by no means leads
to the applicability of secondary rules applicable to the violation of such
prohibitive rules*® through the backdoor.

III. Interpretation of risk of significant harm in cyberspace

Beyond acts reaching the threshold of prohibitive rules it is highly abstract
which cyber harm is considered ‘significant’ harm. Due to the criteria’s
inherent context-dependent subjectiveness® it needs interpretative specifi-
cation by states.” Jolley suggested to look at the ‘scale and effects on the
state as a whole’.>? Similarly, the UN GGE Report 2021 referred to the scale
and seriousness of an attack to assess its gravity.>® Schmitt has suggested
that the threshold may be reached when the harm has become a ‘concern
in inter-state relations’>* Walfon has pointed out that the threshold of

48 On legal consequences of a violation of the harm prevention rule see chapter 5.C.I.

49 E.g. the right to self-defence against prohibited force that may amount to armed
attack under Art. 51 UN Charter.

50 Coco/Dias, ‘Cyber Due Diligence’ 2021 (n. 17), 793: ‘The determination of what
amounts to significant harm involves a subjective assessment that varies depending
on the circumstances prevailing at the time’.

51 Crootof, ‘International Cybertorts’ 2018 (n. 9), 608: ‘States, like plaintiffs in domestic
law, will determine what injuries they will absorb and which are worth challenging;
other states' responses to such accusations will be instrumental in developing norms
about what constitutes significant harm’.

52 Jason D. Jolley, Attribution, State Responsibility, and the Duty to Prevent Malicious
Cyber-Attacks in International Law (University of Glasgow 2017), 190.

53 On the merits of classifying cyber incidents in terms of scale and seriousness United
Nations, Report of the Group of Governmental Experts on Advancing Responsible
State Behaviour in Cyberspace in the Context of International Security (UN GGE),
A/76/135, 14 July 2021 (UN GGE Report 2021), para. 50. Although the criteria are
proposed regarding cyber harm to critical infrastructure they seem similarly suitable
for assessing the significance of cyber harm generally.

54 Michael N. Schmitt, ‘In Defense of Due Diligence in Cyberspace’, Yale Law Journal
Forum 125 (2015), 68-81, at 76; see also Zine Homburger, ‘Recommendation 132, in
Eneken Tikk (ed.) Voluntary, Non-Binding Norms for Responsible State Behaviour in
the Use of Information and Communications Technology — A Commentary, (United
Nations Office for Disarmament Affairs 2017), 9-25, at 16, para. 15.
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significant harm may also be assessed with a view to a state’s duty to protect
under international human rights law.>>

All suggestions have their own merits and may serve as reference points
for the context-dependent assessment of significant harm. With regard to
the latter suggestion there is indeed an overlap of the protective scope of
the harm prevention rule with that of human rights law.>® Yet, the protec-
tive scope of the harm prevention rule is broader as it also covers harm
on the societal level beyond harm to individual rights. Hence, exclusively
focussing on the protective scope of human rights law would overly restrict
the protective scope of the harm prevention rule. In line with the flexible
sliding scale characteristic of the determination of the risk of transboundary
harm? it seems important to firstly assess the quantitative and qualitative
effects of cyber harm>® and to secondly enquire whether this leads to a ‘con-
cern in inter-state relations’. Indeed, protests by states, legal statements and
in general assertions of opinio iuris® are the strongest indicator that the
threshold of significance has been met. However, a certain ambiguity in the
evolutionary process towards specification of the abstract term significant
harm is admittedly inevitable.

IV. Non-physical harm as relevant harm under the harm prevention rule

As cyber harm can be both physical as well as non-physical®® it needs to be
enquired whether harm needs to amount to physical harm in order to be

55 Assuming that harm beyond the scope of the duty to protect is covered under the
harm harm rule, yet pointing at the difficulty of assessing it Beatrice A. Walton,
‘Duties Owed: Low-Intensity Cyber Attacks and Liability for Transboundary Torts in
International Law’, Yale Law Journal 126 (2017), 1460-1519, at 1507.

56 In more detail on the overlap and divergence regarding the protective scope of the due
diligence requirement under duty to protect in international human rights law and the
due diligence requirement under the harm prevention rule see chapter 4.B.III.

57 See Trouwborst, ‘Precautionary Rights and Duties’ 2006 (n. 21), 26.

58 This could be the gravity of cyber harm-induced loss of confidentiality, loss of
functionality or physical damage. See on these three categories of cyber harm effects
chapter 1.C. Also arguing for quantitative and qualitative criteria to assess the gravity
of cyber harm Harriet Moynihan, “The Application of International Law to State
Cyberattacks Sovereignty and Non-intervention’, Chatham House — Research Paper,
2019, para. 158. She makes the argument in the context of a potential sovereignty rule
but the considerations equally apply to the harm prevention rule.

59 See above chapter 2.DV.

60 See chapter 1.C.
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considered significant harm. The ILC notably limited its Draft Articles on
Prevention, after initial discussions on a wider scope, to physical harm and
excluded non-physical harm to make the articles more manageable.5!

However, during the drafting process states indicated that they found the
limitation to physical harm too restrictive.%? Also an ILC study during the
drafting process pointed at state practice that considered non-physical (or
in the study: ‘non-material’) harm as relevant harm, e.g. in international
telecommunications law under the Constitution of the International Tele-
communications Union (ITU)% or the ITU Radio Regulations.®* Also an
ILC Survey assumed that the rules of the ILC project may also apply to
non-physical harm, pointing to examples in broadcasting and airspace.®
Other commentators have furthermore shown that the harm prevention
rule also applies in the field of international economic law, e.g in banking
law, tax law, or currency law.%¢

61 ILC Draft Articles on Prevention (n. 6), art.l: “The present articles apply to activi-
ties not prohibited by international law which involve a risk of causing significant
transboundary harm through their physical consequences’ On the evolution of the
discussion in the ILC Baumler, ‘Schidigungsverbot® 2017 (n. 2), 64f.

62 ILC, International liability for injurious consequences arising out of acts not prohibited
by international law (Prevention of transboundary damage from hazardous activities),
A/CN.4/509, Comments and observations received from Governments: report of the
Secretary-General, 17 April 2000, comments by the Netherlands, p. 131, para. 1: “While
acknowledging the desirability of keeping the scope of the articles manageable, which is
why the formulation “physical consequences” has been adopted, the Netherlands
nonetheless doubts whether the term “physical” is broad enough for this purpose’.

63 International Telecommunication Union, Constitution and Convention of the Inter-
national Telecommunication Union, 1 July 1994, UNTS 1825, 1826, art. 45.

64 International Telecommunication Union, Radio Regulations, 22 December 1992,
para. 4.8, para. 4.10.

65 ILC, “International Liability for Injurious Consequences Arising Out of Acts Not
Prohibited by International Law”: Survey Prepared by the Secretariat, A/CN.4/471,
YBILC 1995, at 61. The International Radiotelegraph Convention for example requires
states to operate stations in a way that does not interfere with the radioelectric
communications of other state parties or of persons authorized by those Government,
International Radiotelegraph Convention of Washington, 25 November 1927, art. 10 (2):
‘stations, whatever their object may be, must, so far as possible, be established and
operated in such manner as not to interfere with the radioelectric communications or
services of other contracting Governments and of individual persons or private
enterprises authorized by those contracting Governments to conduct a public radio-
communication service.” See also Walton, ‘Duties Owed’ 2017 (n. 55), 1482, fn. 114.

66 Jelena Baumler, 2017, Tmplementing the No Harm Principle in International Econo-
mic Law: A Comparison between Measure-Based Rules and Effect-Based Rules’, Jour-
nal of International Economic Law 20 (2017), 807-828; Markus Krajewski, ‘Due Dili-
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This strongly suggests that the harm prevention rule may also include
non-physical harm as significant harm. Regarding cyberspace, states and
commentators seem to concur with this view. For example, the Netherlands
has stated explicitly that also non-physical harm is relevant under the harm
prevention rule in cyberspace.®” Similarly, Germany has argued for the
relevance of non-physical cyber harm.%® Also assertions of content harm
as relevant harm by more authoritarian states similarly indicate a broad
understanding of significant harm which includes non-physical harm.®
Additionally, several commentators have argued for the inclusion of non-
physical harm as significant harm” and have e.g. conceived disinformation
as relevant harm under the rule.”

Therefore, while more opinio iuris on the inclusion of non-physical
harm under the harm prevention rule would be desirable, it seems uncon-
vincing to exclude non-physical harm from its scope. Indeed, cyber harm

gence in International Trade Law’, in Heike Krieger/Anne Peters/Leonhard Kreuzer,
Due Diligence in the International Legal Order (Oxford: Oxford University Press
2020), 312-328.

67 Netherlands, ‘International Law in Cyberspace’ 2019 (n. 15), p. 5.

68 In the context of a potential sovereignty rule in cyberspace Germany, On the Applica-
tion of International Law in Cyberspace, March 2021, p. 3, 4: ‘Germany generally also
concurs with the view expressed and discussed in the Tallinn Manual 2.0 that certain
effects in form of functional impairments with regard to cyber infrastructures located
in a State’s territory may constitute a violation of a State’s territorial sovereignty.
In Germany’s view, this may also apply to certain substantial non-physical (i.e. soft-
ware-related) functional impairments. In such situations, an evaluation of all relevant
circumstances of the individual case will be necessary.

69 Iran, Zero draft report of the Open-ended working group On developments in the
field of information and telecommunications in the context of international security,
UN OEWG, January 2021, p. 13: ‘States should ensure appropriate measures with
a view to making private sector with extraterritorial impacts, including platforms,
accountable for their behaviour in the ITC environment. States must exercise due
control over ICT companies and platforms under their (...) jurisdiction, otherwise
they are responsible for knowingly violating national sovereignty, security and public
order of other states’ It may be problematic to develop sufficiently ascertainable legal
criteria regarding content harm.

70 Katharina Ziolkowski, ‘General Principles of International Law as Applicable in
Cyberspace’ in Katharina Ziolkowski (ed.) Peacetime Regime for State Activities in
Cyberspace (NATO CCDCOE 2013), 135-188, at 166: Walton, ‘Duties Owed’ 2017
(n. 55), 1505; Coco/Dias, ‘Cyber Due Diligence’ 2021 (n. 17), 793; Schmitt, “Tallinn
Manual 2.0’ 2017 (n. 1), commentary to rule 6, p. 37, para. 28.

71 Marko Milanovic/Michael Schmitt, ‘Cyber Attacks and Cyber (Mis)information Op-
erations during a Pandemic’, Journal of National Security Law ¢ Policy 11 (2020)
247-284, at 280.
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is frequently non-physical and occurs only ICT-internal, e.g. leading to
loss of confidentiality or loss of functionality.”?> Excluding such harm from
the scope of the harm prevention rule would drastically reduce the rule’s
practical relevance.

V. Cumulative harm as relevant harm under the harm prevention rule

The Trail Smelter arbitration indicates that the significance threshold can
also be achieved through the cumulative effect of different ‘smaller’ harms
over prolonged periods of time. In assessing the harm caused by the fumes
of the trail smelter the tribunal analysed the time periods during which
harming fumes were emitted to conclude that the threshold of serious harm
was achieved inter alia due to the duration of the occurring harm.”

This is relevant for the cyber context: A single instance of cyber harm as
such may not suffice to be considered of concern in inter-state relations or
significant in its quantitative and qualitative effects. For example, a single
ransomware attack against a business in state A emanating from state B
may as such not trigger preventive duties. However, a large number of
ransomware attacks over an extended period of time, causing increasing
quantitative costs over time may reach the threshold. The US has asserted
that cumulative costs of cyber harm may affect national security.”* Australia
has explicitly highlighted that the cumulative cyber harm may endanger
international peace and security.”> A certain openness regarding the time-

72 See chapter 1.C.I, II.

73 Trail Smelter’ (n. 3), at 1926, 1927: (...) the Tribunal has found that damage due to
fumigation has occurred to trees during the years 1932 to 1937 inclusive, in varying
degrees, over areas varying not only from year to year but also from species to
species (...) It is uncontroverted that heavy fumigations from the Trail Smelter which
destroyed and injured trees occurred in 1930 and 1931 and there were also serious
fumigations in earlier years’.

74 US Director of National Intelligence, James Clapper, Statement for the Record,
Worldwide Cyber Threats 10 September 2015: (...) the likelihood of a catastrophic
attack from any particular actor is remote at this time. Rather than a “Cyber Arma-
geddon” scenario that debilitates the entire US infrastructure, we envision something
different. We foresee an ongoing series of low-to-moderate level cyber attacks from
a variety of sources over time, which will impose cumulative costs on US economic
competitiveness and national security’.

75 Australia’s International Cyber Engagement Strategy, October 2017, p. 45: (...) inter-
national peace, security and stability could be (...) threatened by the cumulative effect
of repeated low-level malicious online behaviour’
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frame for assessing the significance of cyber harm has hence been acknowl-
edged. The concept of cumulative cyber harm can be made fruitful to assess
the effects of recurring cyber operations, such as the gradual erosion of
public trust in public institutions, or gradually rising small-scale economic
harm.”®

VI. Context-dependent flexible assessment of significant cyber harm

Overall, the determination of a risk of significant cyber harm hence re-
quires a context-dependent flexible assessment. To sum up: Due diligence
obligations to prevent and mitigate are triggered by the risk of significant
cyber harm. Also abstract risks of cyber harm, as well as risks of non-physi-
cal cyber harm, may amount to a risk of significant cyber harm. The signif-
icance of a risk of cyber harm may also be achieved through cumulative
effects over a prolongued period of time. Decisive is whether a risk of harm
amounts to a concern in inter-state relations. If an act reaches the threshold
of a prohibitive rule of international law, this regularly indicates that the
threshold of a risk of significant harm is met. Reaching such a threshold is
however not necessary for assuming a risk of significant cyber harm.

To flesh out emerging cyber harm risk thresholds the study will in the
following first analyse which risks of cyber harm reach the threshold of a
prohibitive rule of international law (B.). In a second step, it will analyse
which risks of cyber harm have become a ‘concern in inter-state relations’
due to their quantitative or qualitative effects (C.).

B. Acts reaching the threshold of prohibitive rules

The fact that a cyber operation would amount to an internationally wrong-
ful act if it had been committed by a state indicates that the threshold of
significant harm is reached. Under this ‘hypothetical norm violation test™””
it is notably not necessary that the act was indeed conducted by a state.
It is sufficient that the conduct would have been prohibited and hence
internationally wrongful if it had hypothetically been committed by a state.

76 On harmful cyber espionage operations against governmental and international insti-
tutions see chapter 3.C.IV.

77 On the ‘hypothetical norm violation test’ as an indicative benchmark for the question
whether a risk of significant harm exists see above chapter 3.A.I1.
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Hereby non-attributable acts of non-state actors that would otherwise not
be grasped by international law come into the realm of international law.

I. Prohibition on the use of force

Cyber harm can lead to effects that would - if the act had been committed
by a state — constitute a violation of the prohibition on the use of force.
The prohibition on the use of force is the cornerstone rule protecting
international peace and security.”®

1. Recognition of the prohibition on the use of force in cyberspace

Under which circumstances a malicious cyber operation amounts to a use
of force has been discussed extensively in the ‘cyberwar’ debate”® and the
Tallinn Manual.30 States have endorsed the prohibition on the use of force
in cyberspace, e.g. in the UN GGE?), the UN General Assembly®?, national

78 Art.2 (4) UN Charter: ‘All Members shall refrain in their international relations from
the threat or use of force against the territorial integrity or political independence
of any state, or in any other manner inconsistent with the Purposes of the United
Nations.; Oliver Dorr, ‘Prohibition of Use of Force’, in Ridiger Wolfrum (ed.), Max
Planck Encyclopedia of Public International Law (Oxford: Oxford University Press
2019), para. L.

79 See for the extensive discussion e.g. Johann-Christoph Woltag, Cyber Warfare (Inter-
sentia 2014); Martin C. Libicki, ‘Cyberspace is not a Warfighting Domain’, I/S: A
Journal of Law and Policy for the Information Society 8 (2012), 321-336; Nils Melzer,
Cyberwarfare and International Law (United Nations Institute for Disarmament Re-
search, Ideas for Peace and Security-Resources 2011); Marco Roscini Cyber operations
and the use of force in international law (Oxford: Oxford University Press 2014).

80 Schmitt, ‘Tallinn Manual 2.0’ 2017 (n. 1), Rule 68-70.

81 UN GGE Report 2021, para. 70d; UN GGE Report 2015, para. 26.

82 UN General Assembly Resolution A/RES/75/240, 31 December 2020: ‘Recalling that
(...) the Group of Governmental Experts (...) identified as of central importance
the commitments of States to (...) refraining in their international relations from the
threat or use of force against the territorial integrity or political independence of any
State’.
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strategy documents® or statements®*, and statements in the UN OEWG.%
When states have pushed back against the prohibition they have done so
out of the concern about an alleged militarization or weaponization® of
cyberspace and an abuse of the right to self-defence following a cyber
operation.¥” Guyana has for example opined that a cyber operation ‘by
itself may not constitute a use of force” as no ‘physical weaponry’ is involved
- hereby seemingly pushing back against mere ICT-internal harm as a use
of force. Such positions however do not categorically exclude the possibility
that the causation of physical or ICT-external harm via cyber means could
constitute a use of force.

83

84

85

86

87

See e.g. Japan, Basic Position of the Government of Japan on International Law
Applicable to Cyber Operations, 28 May 2021, p. 5: “The obligation to refrain from the
threat or use of force in international relations is an important obligation relating to
cyber operations!

Organization of American States, Improving Transparency — International Law and
State Cyber Operations: Fourth Report (Presented by Prof. Duncan B. Hollis), CJI/
doc. 603/20 rev.l corr.l, 5 March 2020, para.23’

UK, Non-Paper on Efforts to Implement Norms of Responsible State Behaviour in
Cyberspace, as Agreed in UN Group of Government Expert Reports of 2010, 2013
and 2015., September 2019, p.2; Australia, Australian Comments on Zero draft 22
February 2021, para 19; UN OEWG, Zero Draft, para. 28. In the UN OEWG Final
Report the reference was omitted which is striking, given its nearl universal endorsed
by states. Yet, the omission is to be seen in the context of the sparsity of the UN
OEWG Final Report on international law. At least an indirect reference may be
deduced from the assertion that staes are called upon to ‘avoid and refrain from
taking any measures not in accordance with international law, and in particular the
Chapter of the United Nations’ UN OEWG Final Report 2021, para. 34.

Iran, Open-ended working group on: Developments in the field of information
and telecommunications in the context of international security Submission by the
Islamic Republic of Iran, September 2019, para. 11: ICT environment is prone to
weaponization if and when designed or used to inflict damage on the infrastructures
of a State!

Organization of American States, Improving Transparency — International Law and
State Cyber Operations: Fourth Report (Presented by Prof. Duncan B. Hollis), CJI/
doc. 603/20 rev.l corrl, 5 March 2020, para. 25: (...) Guyana’s response expressed
doubts about the applicability of the jus ad bellum to cyber operations alone. Relying
on Black’s Law Dictionary for a definition of force as “power dynamically consid-
ered, Guyana indicated that a cyber operation “by itself may not constitute a use of
force” Similarly, it defined an armed attack as involving “weaponry” and to the extent
“no physical weaponry is involved” in a cyber operation, it may not be considered an
armed attack triggering selfdefense’.
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2. Acts amounting to a use of force in cyberspace

Which cyber operations amount to prohibited force is not fully clear. In
principle, the use of force should be interpreted restrictively as an extensive
interpretation risks to trigger a right to self-defence as ultima ratio too
quickly.®8

What amounts to a use of force is generally assessed by reference to the
scale and effects criterion asserted by the ICJ in its Nicaragua judgment.®
According to this standard an operation constitutes a prohibited use of
force when it is comparable in its scale and effects to the kinetic effects of
a traditional military operation. In cyberspace, states have largely endorsed
the scale and effects threshold, e.g. Australia, Germany, and several states in
the OAS.°® When a cyber operation is comparable to a traditional kinetic
military operation in its scale and effects however needs specification.”!

88 Finland, ‘International law and cyberspace’ 2020 (n. 10), p. 7: ‘Any interpretation of
the use of force in cyberspace should respect the UN Charter and not just the letter
of the Charter but also its object and purpose, which is to prevent the escalation of
armed activities.

89 ICJ, Military Activities in and against Nicaragua (Nicaragua v. United States of Amer-
ica), Judgment of 27 June 1986, ICJ] Reports 1986, p. 14, 103, para. 195: (...) in
customary law, the prohibition of armed attacks may apply to the sending by a State
of armed bands to the territory of another State, if such an operation, because of its
scale and effects, would have been classified as an armed attack rather than as a mere
frontier incident had it been carried out by regular armed forces’

90 See for an overview Przemystaw Roguski, Application of International Law to Cyber
Operations: A Comparative Analysis of States’ Views ; The Hague Programe for Cyber
Norms - A Policy Brief, March 2020, p. 9; Australia, Australian Paper - Open Ended
Working Group on Developments in the Field of Information and Telecommuni-
cations in the Context of International security, September 2019: ‘In determining
whether a cyber attack, or any other cyber activity, constitutes a use of force, states
should consider whether the activity's scale and effects are comparable to traditional
kinetic operations that rise to the level of use of force under international law; OAS,
‘Improving Transparency - 4th Report’ 2020 (n. 84), para. 26: ‘Most responding
States continue to find power in drawing the relevant thresholds by analogizing cyber
operations to kinetic or other past operations that did (or did not) qualify as a use of
force or armed attack’.

91 UN OEWG, Zero Draft, para. 34; Antonio Segura-Serrano, “The Challenge of Global
Cybersecurity’, in: Antonio Segura-Serrano (ed.), Global Cybersecurity and Interna-
tional Law (Routledge 2024), 1-9, at 2; highlighting uncertainty regarding economic
coercion as a use of force Christine Gray, “The prohibition of the use of force’, in
International Law and the Use of Force (4™ ed 2012), p. 33.
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The most extensive approaches have gone so far as to view the mere
alteration of data as prohibited force®? which has however rightly been
refuted.”® France has put forward a similarly extensive argument that
‘penetrating military systems in order to compromise defence capabilities’
may constitute prohibited force.”* This arguably suggests that even cyber
espionage operations may constitute a use of force. However, as cyber
espionage operations are widely practiced in international relations, includ-
ing against military institutions, such an extensive interpretation would
lead to a permanent existence of a right to self-defence and hereby largely
hollow out the prohibition on the use of force.”> This would run counter
to the object and purpose of the UN Charter, ‘which is to prevent the esca-
lation of armed activities’.?® Even if acts of cyber espionage may be called
‘acts of war’ in the political discourse®”’, such assertions seem politically
motivated and legally hardly justifiable.

The Netherlands have asserted that a cyber operation leading to ‘serious
financial or economic impact’ may constitute a use of force.”® Causing
economic harm was however excluded from the prohibition on the use
force for good reasons.®® While it is still discussed if it is necessary that use

92 Alexander Melnitzky, ‘Defending America against Chinese Cyber Espionage Though
the Use of Active Defences’, Cardozo Journal of International and Comparative Law
20 (2012), 537-570, at 538, 564.

93 See e.g. Henning Lahmann/Robin Geifi, ‘Freedom and Security in Cyberspace: Non-
Forcible Countermeasures and Collective Threat-Prevention’, in Katharina Ziolkow-
ski (ed.) Peacetime Regime for State Activities in Cyberspace (NATO CCDCOE 2013),
621-657, at 623.

94 France, International Law Applies to Operations in Cyberspace, September 2019, p. 7.

95 Leonhard Kreuzer, ‘Hobbesscher Naturzustand im Cyberspace? Enge Grenzen der
Volkerrechtsdurchsetzung bei Cyberangriffer’, in Ines-Jacqueline Werkner/Niklas
Schornig (eds.), Cyberwar - die Digitalisierung der Kriegsfithrung (Wiesbaden:
Springer 2019), 63-86, at 68.

96 Finland, ‘International law and cyberspace’ 2020 (n. 10), p. 7.

97 Yevgeny Vindman, ‘Is the SolarWinds Cyberattack an Act of War? It Is, If the United
States Says It IS’, JustSecurity, 26 January 2021, available at: https://www.lawfareblog.c
om/solarwinds-cyberattack-act-war-it-if-united-states-says-it; see Jan Wolfe/Brendan
Pearson, ‘Explainer-U.S. government hack: espionage or act of war?’, Reuters, 19
December 2020.

98 Netherlands, ‘International Law in Cyberspace’ 2019 (n. 15), p. 4, open in this regard
Finland, ‘International law and cyberspace’ 2020 (n. 10), p. 6.

99 Arguing for the exclusion of economic coercion from the use of force, inter alia based
on the travaux preparatoir of the UN Charter Dorr, ‘Use of Force’ 2019 (n. 78), paras.
11, 12.
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of force requires physical harm!%, aligning economic harm as comparable
to a kinetic military operation clearly overstretches the notion of scale and
effects. Notably, even its legal evaluation as coercion under the prohibition
of intervention is contested.!”! In a tightly interconnected economic inter-
national order it may have dangerous destabilizing consequences beyond
cyberspace to elevate cyber-enabled economic harm to prohibited force.
The most prevailing interpretation is that comparability exists in cases of
death or injury of persons, or significant or serious damage to an object.!0?
This position has e.g. been asserted by the UK!%, Australial®4, the AU'®,
or Iran.!% In particular physical damage to critical infrastructure may indi-

100

101
102

103

104
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Olivier Corten, The Law against War — The Prohibition on the Use of Force in
Contemporary International Law (Oxford: Hart Publishing 2010), 50; Tom Ruys,
‘The Meaning of Force and the Boundaries of the Jus ad Bellun’, American Journal
of International Law 108 (2014) 159-210.

Schmitt, “Tallinn Manual 2.0’ 2017 (n. 1), commentary to rule 66, p.324, para. 35.

See for an overview Roguski, ‘Comparative Analysis’ 2020 (n. 90), at 10; see also
Heike Krieger, ‘Conceptualizing Cyberwar, Changing the Law by Imagining Ex-
treme Conditions?’, in Thomas Eger/Stefan Oeter/Stefan Voigt (eds), International
Law and the Rule of Law under Extreme Conditions: An Economic Perspective
(Tibingen: Mohr Siebeck 2017), 195-212, at 205, 206: ‘“The requirements of effects
comparable to kinetic weapons - in particular immediacy, directness and a certain
gravity of the attack, as well as a high burden of proof — guarantee that the interna-
tional community has a reasonably secure basis for evaluating the state’s legal claim’
UK Attorney General Wright, Cyber and International Law in the 21st Century,
Speech 23 May 2018: ¥(...) the UK considers it is clear that cyber operations that
result in, or present an imminent threat of, death and destruction on an equivalent
scale to an armed attack will give rise to an inherent right to take action in self-
defence, as recognised in Article 51 of the UN Charter. (...)".

Australia, Australian Paper’ 2019 (n. 90), Annex A, p. 5: “This involves a considera-
tion of the intended or reasonably expected direct and indirect consequences of the
cyber attack, including for example whether the cyber activity could reasonably be
expected to cause serious or extensive (‘scale’) damage or destruction (‘effects’) to
life, or injury or death to persons, or result in damage to the victim state’s objects,
critical infrastructure and/or functioning’.

African Union, Common African Position on the Application of International Law
to the Use of Information and Communication Technologies in Cyberspace, 29
January 2024 (endorsed by the Assembly of the AU on 18 February 2024), para. 40:
‘(...) a cyber operation that destroys, inflicts damage, or permanently disables criti-
cal infrastructure or civilian objects within a state may be considered (...) a use of
force (...).

Iran, Declaration of General Staff of the Armed Forces of the Islamic Republic of
Iran Regarding International Law Applicable to the Cyberspace, July 2020, article
IV: %(...) certainly, those cyber operations resulting in material damage to property
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cate that the threshold of prohibited force is met.l” For example, cyber
operations which affect medical treatment or water can potentially cause
injury, death or extensive physical damage. Due to the sparse specification
states are well-advised to further specify the criteria of a use of force.l8 In
this regard they may take into account the abstract criteria that have been
suggested by the Tallinn Manual.l%® These criteria so far do not reflect state
practice or opinio iuris but rather entail a predictive element.'” Assertions
that significantly lower the threshold for a use of force, e.g. by also includ-
ing non-physical financial harm, or via embracing a cumulative events
doctrine, would in any case run counter to the restrictive interpretation
required for the interpretation of Art. 2 (4) UN Charter.

At present, scale and effects comparability can hence only be assumed
in cases of death and injury to individual and serious damage. This means
that ICT-internal harm (loss of confidentiality, loss of functionality) as
such cannot be considered a prohibited use of force. Only the occurrence
of sufficiently causally linked physical damage to objects or persons -
ICT-external harm!' - can be the basis for the conclusion that a cyber
operation rose to the level of prohibited force.

and/or persons in the widespread and grave manner (...) (sic) (...) constitutes use of
force’

107 Ibid., art. IV; Australia, ‘Australian Paper’ 2019 (n. 90), Annex A, p. 5; Frangois Del-
erue, Cyber Operations and International Law (Cambridge: Cambridge University
Press 2020), 298.

108 See in this vein also UN OEWG Final Report 2021, para. 34: ‘States also concluded
that further common understandings need to be developed on how international
law applies to State use of ICTs’.

109 The Tallinn Manual proposed the criteria severity, immediacy, directness, invasive-
ness, measurability, military character, state involvement, see Schmitt, “Tallinn Man-
ual 2.0’ 2017 (n. 1), commentary to rule 68, p. 334-336, para. 9. The reception of
states of these very broad criteria has so far been reluctant. States have at best
endorsed only some of the criteria, see e.g. the endorsement of Germany of the
criteria of immediacy and military character; Germany, ‘Security as a Dimension
of Security Policy” - Speech by Ambassador Norbert Riedel, Commissioner for
International Cyber Policy, Federal Foreign Office, at Chatham House, 18 May 2015,
‘(...) Factors to be taken into account include, inter alia, the seriousness of the
attack, the immediacy of its effects, depth of penetration of the cyber infrastructure
and its military character’

110 Critical on the anticipatory methodology of the Tallinn Manual Krieger, ‘Conceptu-
alizing Cyberwar’ 2014 (n. 102), 201.

111 On different degrees of cyber harm see chapter 1.C.
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3. Application of the threshold to specific cyber incidents

Applying this threshold to historical cases shows that already a few cyber
operations constituted a prohibited use of force. For example, in the so-
called Stuxnet attack on Iran in 2010 malware spread via a simple USB
stick led to the self-destruction of nuclear centrifuges in an Iranian nuclear
facility. The precise physical damage is unknown but it is clear that an
explosion of the centrifuges could easily have led to severe injuries, loss
of life or substantial physical damage. The Stuxnet attack is hence widely
considered as likely crossing the threshold of prohibited force, or at least
presenting a borderline case.!?

The cyber operation against the Iranian Nuclear Natanz Facility in
April 2021, presumably by Israel, which disabled its electricity grid likely
occurred to coerce Iran to stop its nuclear enrichment project.!® Due to
explosions in the facility the substantial damage likely crossed the threshold
of prohibited force. Also the cyber operation Black Energy against three Uk-
rainian electricity providers presumably crossed the threshold. The cyber
operation led to the regional interruption of electricity supply for up to six
hours. Although injuries or lethal effects of the attack are not known the
fact that such damages could potentially occur seem plausible. A further
example is the WannaCry attack in 2017 which paralyzed inter alia hospitals
and ongoing medical treatments. Although no lethal effects are known at
least the delayed treatment of patients in medical need may be considered
an injury and hereby cross the threshold to prohibited force. In September
2020 a cyber operation targetting a German hospital led to the delayed
treatment of a woman who subsequently died.!"* Although this was presum-
ably an accidental side effect of a cybercrime operation by non-state actors,
also such an attack - if it had been committed by a state or been attributable

112 Henning Christian Lahmann, Unilateral Remedies to Cyber Operations: Self-De-
fence, Countermeasures, Necessity, and the Question of Attribution (Cambridge:
Cambridge University Press 2020), at 64.

113 Maziar Motamedi ‘Iran calls blackout at Natanz atomic site ‘nuclear terrorism”, Al
Jazeera, 11 April 2021, available at: https://www.aljazeera.com/news/2021/4/11/in
cident-at-iranian-nuclear-site-targeted-by-blast-last-year; Patrick Kingsley/David
E. Sanger/Farnaz Fassihi, ‘After Nuclear Site Blackout, Thunder From Iran, and
Silence From U.S!, New York Times, 27 August 2021, available at: https://www.nytim
es.com/2021/04/12/world/middleeast/iran-israel-nuclear-site.html.

114 Mellisa Eddy/Nicole Pelroth;Cyber Attack Suspected in German Woman’s Death’,
New York Times, 18 September 2020, available at: https://www.nytimes.com/2020/0
9/18/world/europe/cyber-attack-germany-ransomeware-death.html.
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https://www.aljazeera.com/news/2021/4/11/incident-at-iranian-nuclear-site-targeted-by-blast-last-year
https://www.nytimes.com/by/patrick-kingsley
https://www.nytimes.com/by/david-e-sanger
https://www.nytimes.com/by/david-e-sanger
https://www.nytimes.com/by/farnaz-fassihi
https://www.nytimes.com/2021/04/12/world/middleeast/iran-israel-nuclear-site.html
https://www.nytimes.com/2021/04/12/world/middleeast/iran-israel-nuclear-site.html
https://www.nytimes.com/2020/09/18/world/europe/cyber-attack-germany-ransomeware-death.html
https://www.nytimes.com/2020/09/18/world/europe/cyber-attack-germany-ransomeware-death.html
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to it — would have amounted to a prohibited use of force. By contrast, other
operations, while severe in their effects, such as the SolarWinds operation,
or the hack of the German Bundestag, can solely be characterized as cyber
espionage and clearly fall short of the threshold of prohibited force as the
effects remained limited to ICT-internal, non-destructive effects.

Hence, overall, a number of cyber operations have amounted to a pro-
hibited use of force and hence triggered due diligence obligations to pre-
vent, regardless of whether the acts were conducted by state or non-state
actors. The overwhelming majority of cyber operations has however not
crossed this threshold.

It is noteworthy that even in cases where the threshold was met states
have been reluctant to invoke a violation of the use of force or to call out
an armed attack. In none of the cases states protested or alleged a use of
force or asserted a right to act in self-defence. For example, in April 2021,
Iran referred to ‘nuclear terrorism’ and ‘sabotage’ and vowed ‘revenge!>
but did neither specify who was responsible for the attack nor invoked a
right to self-defence. With regard to the NotPetya attacks against Ukraine
the UK merely criticized ‘continued disregard for sovereignty’."® Such re-
luctance concurs with the general reluctance regarding reactions to cyber
operations!”, in particular the reluctance to resort to countermeasures, and
the preference to react with diplomatic protests and covert operations.!'8
This shows that the frequently asserted right to self-defence against cyber
operations is part of states’ deterrence portfolio but has little practical
relevance so far.

115 Kingsley/Sanger/Fassihi, “Thunder From Iran’ (n.113).

116 UK, National Cyber Security Center, Russian military ‘almost certainly’ responsible
for destructive 2017 cyber attack’, 14 February 2018, “The UK Government judges
that the Russian Government, specifically the Russian military, was responsible
for the destructive NotPetya cyber-attack of June 2017 (...) The attack showed a
continued disregard for Ukrainian sovereignty (...) We call upon Russia to be the
responsible member of the international community it claims to be rather then
secretly trying to undermine it’.

117 See Introduction.

118 Dan Efrony/Yuval Shany, ‘A Rule Book on the Shelf? Tallinn Manual 2.0 on Cyber-
operations and Subsequent State Practice’, The American Journal of International
Law 112 (2018), 583-657, at 654: ‘[A]t this point in time, states seem to prefer to
engage in cyberoperations and counteroperations “below the radar,” and to retain,
for the time being, some degree of stability in cyberspace by developing “parallel
tracks” of restricted attacks, covert retaliation, and overt retorsion, subject to certain
notions of proportionality.
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4. The exceptional implication of the threshold of prohibited force in
cyberspace

Although cyber war is a persistently looming threat scenario in the public
discourse such a cyber war has so far not taken place. Cyber operations
will amount to a use of force only in highly exceptional circumstances.!"”
According to the preferable restrictive interpretation the risk of a prohibited
use of force can be assumed only if there is a risk of cyber harm that causes
death or injury or substantial physical damage. In this case due diligence
obligations to prevent are triggered, regardless of whether the harmful act is
attributable to a state.

I1. Prohibition of intervention
Cyber operations may also reach the threshold of a prohibited intervention
or interference in the internal or external affairs of a state.

1. Recognition of the prohibition of intervention in cyberspace

Numerous states and commentators'?? have asserted the application of the
prohibition in cyberspace, e.g. in the UN GGE Report!?, and in individual
statements.?> No state has objected to its applicability in cyberspace. Like
the prohibition of the use of force the prohibition of intervention in the

119 Germany, Application of International Law’ (n. 68), p. 6: ‘So far, the vast majority of
malicious cyber operations fall outside the scope of force’

120 Russell Buchan, ‘Cyber Attacks: Unlawful Uses of Force or Prohibited Interven-
tions’, Journal of Conflict & Security Law 17 (2012), 211-227; Schmitt, “Tallinn Man-
ual 2.0’ 2017 (n. 1), rule 66; Terry D. Gill, ‘Non-intervention in the Cyber Context’,
in Katharina Ziolkowski (ed.) Peacetime Regime for State Activities in Cyberspace
(NATO CCDCOE 2013), 217-238; Moynihan, ‘The Application of International
Law’ 2019 (n. 58).

121 UN GGE Report 2015, para. 28 lit. b; UN GGE Report 2021, paras. 70, 71c.

122 E.g. China, International Strategy of Cooperation on Cyberspace, 2016: ‘No country
should pursue cyber hegemony, interfere in other countries' internal affairs, or
engage in, condone or support cyber activities that undermine other countries'
national security. No country should pursue cyber hegemony, interfere in other
countries' internal affairs, or engage in, condone or support cyber activities that
undermine other countries' national security’.
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internal affairs of a state is a fundamental duty'?® of states and has been
described by the ICJ as ‘part and parcel of international law.?* In the quest
for a norm against low-level cyber harm the norm has featured prominently
in discussions and many commentators have focussed on interpreting the
rule'? as it has increasingly become clear that the use of force threshold will
regularly not be met.

The Friendly Relations Declaration of the UN General Assembly ex-
presses the rule’s core rationale:

‘No State or group of States has the right to intervene, directly or indi-
rectly, for any reason whatever, in the internal or external affairs of any
other State. Consequently, armed intervention and all other forms of
interference or attempted threats against the personality of the State or
against its political, economic and cultural elements, are in violation of
international law!26

The IC]J specified the two constituent elements of the norm in its Nicaragua
judgment:

‘[i]ntervention is wrongful when it uses methods of coercion in regard
to such choices [of a political, economic, social and cultural system, and
the formulation of foreign policy], which must remain free ones. The
element of coercion which defines, and indeed forms the very essence
of, prohibited intervention, is particularly obvious in the case of an inter-
vention which uses force, either in the direct form of military action, or
in the indirect form of support for subversive or terrorist armed activities
within another State.’?”

123 Philip Kunig, ‘Prohibition of Intervention’ in Riidiger Wolfrum (ed.), Max Planck
Encyclopedia of Public International Law (Oxford: Oxford University Press 2008),
para.7.

124 1CJ, ‘Nicaragua’ (n. 89), para. 202.

125 See Michael P. Fischerkeller, ‘Current International Law Is Not an Adequate Regime
for Cyberspace’, LawfareBlog, 22 April 2021, available at: https://www.lawfareblo
g.com/current-international-law-not-adequate-regime-cyberspace; Ido Kilovaty,
‘The Elephant in the Room: Coercion’, AJIL Unbound 113 (2019), 87-91; Gary
Corn, ‘Covert Deception, Strategic Fraud, and the Rule of Prohibited Intervention’,
LawfareBlog, 24 September 2020, available at: https://www.lawfareblog.com/covert
-deception-strategic-fraud-and-rule-prohibited-intervention.

126 UN, General Assembly, Declaration on Principles of International Law concerning
Friendly Relations and Co-operation among States in accordance with the Charter
of the United Nations, A/RES/25/2625, 24 October 1970.

127 IC]J, ‘Nicaragua’ (n. 89), para. 205.
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Characteristic for a prohibited intervention is hence an impact on central
governmental policy choices (domaine réservé) that is coercive.!?8 States
have largely endorsed both constituent elements (domaine réservé and
coercion) in cyberspace.'?

2. Domaine réservé

Regarding the first element - the domaine réservé — a precise definition
does not exist. The IC] dictum in Nicaragua referred to ‘choices of a
political, economic, social and cultural system, and the formulation of
foreign policy’.’? Negatively circumscribed the domaine réservé is an area
that is the exclusive domain of sovereign states and secluded from the
international sphere. In an increasingly interconnected inter-state sphere
the realm of domestic spheres entirely secluded from the international
sphere is shrinking® which is particularly relevant in the interconnected
cyberspace. Regulatory choices e.g. regarding the level of data security and
e-commerce have usually international ramifications. Nevertheless, it seems
important that key policy choices would still be considered protected by the
prohibition of intervention and hence falling within the domaine réservé,
as they essentially concern the territorial state’s exclusive prescriptive and

128 On the centrality of the coercive element for the norm see Benedikt Pirker, ‘Territor-
ial Sovereignty and Integrity and the Challenges of Cyberspace’, in: Katharina Ziol-
kowski (ed.), Peacetime Regime for State Activities in Cyberspace (NATO CCDCOE
2013), 189-216.

129 For an overview Roguski, ‘Comparative Analysis’ 2020 (n. 90), p. 8; Germany,
‘Application of International Law’ (n. 68), p. 5: Finland, ‘International law and
cyberspace’ 2020 (n. 10), p. 3; Iran, ‘Declaration’ 2020 (n. 106), art. I1I.

130 ICJ, ‘Nicaragua’ (n. 89), para. 205; the domaine réservé refers the ‘exclusive power to
regulate (...) internal affairs’, see Jens David Ohlin, ‘Did Russian Cyber Interference
in the 2016 Election Violate International Law?’, Texas Law Review 95 (2017), 1579~
1598, at 1587.

131 Kunig, ‘Prohibition of Intervention’ 2008 (n. 123), para. 3: [G]lobalization leads to
an international system of cooperation and interdependence, where more and more
problems fall into the sphere of international concern, fewer matters can be regar-
ded as remaining purely domestic. While traditionally the choice and development
of a political, economic, social, and cultural system, as well as the formulation of
foreign policy remained solely within the domestic jurisdiction, today this sphere
has been reduced by numerous international treaties and customary international
law’.
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enforcement jurisdiction.3? Restrictions of policy choices e.g. via interna-
tional law may then be taken into account in a second step. Hence, in
line with other commentators this study assumes that the sphere protected
by the prohibition of intervention encompasses ‘inherently sovereign pow-
ers’¥, even if international legal norms on a subject matter exist as well,
such as international human rights law.

3. The challenge of asserting coercion in cyberspace

The second constituent element — coercion - is contentious in general, and
in cyberspace in particular. No general definition of coercion exists. Under
the ICJ dictum a state’s decisions must remain free ones’13* A classical
coercive means can be military force but under certain circumstances also
economic and diplomatic means may amount to coercive means.’> At the
core of coercion is the element of bending the will of a state'*® or a state
adopting a policy that it otherwise would not have taken. Yet, it is inherent-
ly challenging to abstractly define the notion of coercion. It is not necessary
that a state is the direct target to assume coercion.’” For example, if a
cyber operation targets a private bank of central importance to the financial
system of the state it may still be assumed that the state is compelled to
change its course of action.

132 Moynihan, ‘The Application of International Law’ 2019 (n. 58), paras. 106, 107:
‘[S]tates retain independent authority to make choices among various lawful courses
of action on a subject regulated by international law’.

133 Moynihan, ‘“The Application of International Law’ 2019 (n. 58), para. 108; Przemy-
staw Roguski, ‘Violations of Territorial Sovereignty in Cyberspace — an Intrusion-
Based Approacly, in Dennis Broeders/Bibi van den Berg (eds.), Governing Cyber-
space: Behaviour, Power and Diplomacy (London: Rowman & Littlefield 2020), 65-
84, at 79, refers to ‘state power’ in the context of a potential sovereignty rule.

134 ICJ, ‘Nicaragua’ (n. 89), para. 205.

135 Christopher C. Joyner, ‘Coercior’, in in Rudiger Wolfrum (ed.), Max Planck En-
cyclopedia of Public International Law (Oxford: Oxford University Press 2006),
para. 1.

136 Germany, Application of International Law’ (n. 68), p. 5: ‘Coercion implies that a
State’s internal processes regarding aspects pertaining to its domaine réservé are
significantly influenced or thwarted and that its will is manifestly bent by the foreign
State’s conduct’.

137 ICJ, ‘Nicaragua’ (n. 89), para. 205; New Zealand, ‘International Law in Cyberspace’
2020 (n. 10), para. 9.
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The general challenge of assessing coercion is exacerbated in cyberspace.
Cyber operations are usually not characterized by brute physical force
but by exploitation of vulnerabilities, deception’® and often target private
entities.!* Often cyber harm materializes wholly ICT-internal and is not
tangible."® Furthermore, even for the gravest forms of cyber harm, for
example the sabotaging of state-owned critical infrastructure the main
harmful effect often already materialize directly from the malicious cyber
operation and does not involve exerting pressure on a state. Cyber harm
hereby often deviates from straightforward constellations in which the
will of a state is bent. Some scholars have hence argued that coercion
should not be decisive in cyberspace but rather the question whether an
operation prevented a state from freely exercising its functions, potentially
even including subconscious influences.'*! Yet, abandoning the coercion
requirement may have unwanted repercussions in the broader context of
international law. The suggestion has also found little support from states.
States have, however, attempted to flexibilize the criteria to varying degrees
in cyberspace. Germany suggested that cyber acts equivalent in ‘scale and
effects’ to acts amounting to coercion in non-cyber contexts should be
considered coercive when an operation significantly influences or thwarts
the will of a state."#? Australia has referred to the ‘[effective deprivation](...)
of the ability to control, decide upon or govern matters of an inherently
sovereign nature’®3, concurring with commentators who argued for the
mere ‘[restriction of ] a state’s choice with respect to a course of action’ as

138 Fischerkeller, ‘Current International Law’ 2021 (n.125); on coercion via deception
and fake news in cyberspace se Bjornstjern Baade, ‘Fake News and International
Law’, European Journal of International Law 29 (2018), 1357-1376, at 1364.

139 Walton, ‘Duties Owed’ 2017 (n. 55), 1473: ‘Low-intensity cyber attacks struggle to
meet this definition because they are typically targeted at private entities, create
relatively localized harms within a state, and do not impact policy’.

140 See chapter 1.C.L, IL.

141 Arguing for abandoning the coercion requirement to protect essential state interests
Kilovaty, ‘Coercion’ 2019 (n. 125), 90.

142 Germany, Application of International Law’ (n. 68), p. 5: °* Germany is of the
opinion that cyber measures may constitute a prohibited intervention under inter-
national law if they are comparable in scale and effect to coercion in non-cyber
contexts’

143 Australia’s Cyber Engagement Strategy, Annex A: Supplement to Australia’s Position
on the Application of International Law to State Conduct in Cyberspace, 2019, p. 4.
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potentially coercive acts.** The Netherlands referred to coercion if a cyber
operation ‘compels’ a state to take an action which it otherwise would not
pursue’™, but did not specify under which circumstances ‘compelling’ can
be assumed. It opined that

‘[t]he precise definition of coercion, and thus of unauthorised interven-
tion, has not yet fully crystallised in international law.14¢’

It is difficult to abstractly define criteria such as ‘scale and effects’ or mere
‘restriction of a state’s choice’. Furthermore, it is difficult to distinguish
undue interferences from certain forms of lesser influence that are usual
in international relations.!” To illustratively assess the merits of states’ ten-
dencies to flexibilize coercion in cyberspace the study will in the following
analyse specific examples of past cyber operations which have potentially
reached the threshold of the prohibition of intervention.

3.1 Interference with elections
Various states, such as Germany'$, Israel'®, the US"?, Ireland®™! or Iran'>?,

have asserted that interfering with elections via cyber means, e.g. altering
election results or manipulating the electoral system or electronic ballots,

144 Sean Watts, ‘Low-Intensity Cyber Operations and the Principle of Non-Interven-
tion, in Jens David Ohlin/Kevin Govern/Claire Finkelstein, Cyber War: Law and
Ethics for Virtual Conflicts (Oxford: Oxford University Press 2015), 249-270, at 256.

145 Netherlands, ‘International Law in Cyberspace’ 2019 (n. 15), p. 3.

146 Ibid.

147 Finland, ‘International law and cyberspace’ 2020 (n. 10), p.3.

148 Germany, Application of International Law’ (n. 68), p. 5: ‘Also, the disabling of elec-
tion infrastructure and technology such as electronic ballots, etc. by malicious cyber
activities may constitute a prohibited intervention, in particular if this compromises
or even prevents the holding of an election, or if the results of an election are
thereby substantially modified’.

149 Roy Schondorf, Israel Ministry of Justice, Israel’s Perspective on Key Legal and
Practical Issues Concerning the Application of International Law to Cyber Opera-
tions, 8 December 2020.

150 Paul C. Ney (2020). DOD General Counsel Remarks at U.S. Cyber Command Legal
Conference, Speech of 2 March 2020.

151 Ireland, Position Paper on the Application of International Law in Cyberspace,
July 2023, para. 9.

152 Iran, ‘Declaration’ 2020 (n. 106), Art. III: ‘Measures like cyber manipulation of
elections or engineering the public opinions on the eve of the elections may be
constituted of the examples of gross intervention.
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may violate the prohibition of intervention.!”® Manipulation of electoral
data may directly influence who makes governmental decisions and thereby
also the content of such choices.

Different from manipulation of electoral processes via technical means
is the manipulation of the public discourse via influence operations. Influ-
ence operations were particularly prominently discussed during the US
presidential elections in 2016 and 2020 regarding alleged Russian interfer-
ences. On this matter, states have taken a more ambiguous stance. The
question of content harm in cyberspace is outside of the scope of this
work!>* but suffice it to note that influence operations regularly face the
problem of determining coercion. Single individuals out of the electorate
may be influenced but a coercive effect even on a single individual will
usually be hard to prove.!>> Furthermore, adopting a broad interpretation of
influence operations in the course of elections!>® may risk the legitimization
of restrictions on political dissent.

3.2 Intervention in the fundamental operation of parliament

States, such as the UK and Australia, have asserted that cyber operations
may be a violation of the prohibition of intervention if they intervene in
the ‘fundamental operation of parliament’.!’” Neither the UK nor Australia
specified under which circumstances they assume that such an intervention
takes place. The attacks on Estonia in 2007 and the hack of the German
Bundestag in 2015 however are illustrative for deducing criteria for assess-
ing when the fundamental operation of parliament is affected.

153 See also Karine Bannelier/Theodore Christakis, ‘Prevention Reactions: The Role of
States and Private Actors’ (Les Cahiers de la Revue Défense Nationale, Paris, 2017),
44; Schmitt, “Tallinn Manual 2.0’ 2017 (n. 1), commentary to rule 66, p. 321, para. 25.

154 On the focus on technical cyber harm see chapter 1.B.IIL

155 Leonhard Kreuzer, ‘Disentangling the Cyber Security Debate’, Vilkerrechtsblog,
20 June 2018, available at: https://voelkerrechtsblog.org/de/disentangling-the-cyber
-security-debate/.

156 In a broad interpretation Germany has e.g. hinted at the significant erosion of
public trust in a State’s political organs and processes as potentially amounting to
intervention Germany, Application of International Law’ (n. 68), p. 5. On the issue
of information operations as potential violations of the prohibition of intervention
or self-determination Jens David Ohlin, ‘Did Russian Cyber Interference in the 2016
Election Violate International Law?’, Texas Law Review 95 (2017), 1579-1598.

157 UK AG Wright, ‘Cyber and International Law’ 2018 (n.103); Australia, ‘Supplement’
2019 (n.143), p. 2.
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The DDoS attack on Estonian institutions in 2007 which lasted for
several weeks and inter alia caused the crashing of government websites
arguably reached the threshold of intervening in the fundamental operation
of parliament. The attacks, likely by so-called ‘hacktivists’, occurred after
the relocation of a statute of a Russian soldier. Unlike mere espionage
operations, the DDoS attack caused disruption and significant hampering
of governmental services. Furthermore, due to the specific political context
the direction of purported influence of the attack was sufficiently clear — the
operations occurred to pressure the Estonian legislative and/or executive
to either change their prior decision regarding the removal of the statute
or to pressure it to take different decisions in the future, hereby aiming to
bending its will with regard to a particular policy choice. If such an opera-
tion was conducted by a state it would amount to a prohibited intervention.
As such an operation hence reached the threshold of significant harm the
territorial state from which the operations were predominantly emanating -
Russia — was under a due diligence obligation to prevent the attacks.!>8

By contrast, the large-scale cyber espionage operations against the Ger-
man Bundestag in 2015 for the mere purpose of gaining information lacked
a sufficiently clear influential purpose. The operation did not aim to influ-
ence a particular political policy decision or to exert pressure. While the
EU Council Decision in 2020 based its ‘restrictive measures’ regarding the
Bundestag hack on the argument that the hack ‘affected the parliament’s
information system for several days’, and ‘affected email accounts™?, ele-
vating replacement and mitigation efforts to the level of coercion would
unduly elevate merely disruptive effects that do not exert pressure to the
level of intervention. Replacement of IT may also occur under other cir-
cumstances or even be a routine measure, and hence can hardly be said to

158 Moynihan, ‘The Application of International Law’ 2019 (n. 58), para. 134: ‘The
attack’s severity and sustained nature suggest the application of pressure by another
state to deprive Estonia of its free will over the exercise of its sovereign functions.
If the cyberattack was designed in order to compel a certain outcome or conduct in
Estonia — even if purely to punish or exact retribution - then the activity could meet
the threshold of coercive behaviour and thus intervention’

159 Council of the European Union, Decision (CFSP) 2020/1537 of 22 October 2020
amending Decision (CFSP) 2019/797 concerning restrictive measures against cyber-
attacks threatening the Union or its Member States, Official Journal of the European
Union, L 351 I, Annex: ‘This cyber-attack targeted the parliament’s information
system and affected its operation for several days. A significant amount of data was
stolen and the email accounts of several MPs as well as of Chancellor Angela Merkel
were affected’
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amount to an intervention with the ‘fundamental’ operation of parliament.
Furthermore, such an extensive interpretation may have ramifications for
the interpretation of the norm beyond cyberspace.!®® After all, the EU
Council Decision on restrictive measures did not refer to coercion or pro-
hibited intervention.!! Hence, in this case, the threshold of a prohibited
intervention was not met.1o?

To sum up, geopolitical contextual indicators, as well as the mode of
operation (‘mere’ espionage or disruptive DDoS or ransomware operations)
may hence be decisive criteria for determining whether an intervention
with the ‘fundamental operation of parliament’ has occurred.

3.3 Cyber operations against critical infrastructure

States have also made clear that they potentially view attacks on critical
infrastructure as a violation of the prohibition of intervention. The worthi-
ness of protection of critical infrastructure can be seen in para 13 lit.f, g
of the UN GGE Report 2015 which purport a negative obligation of states
not to impair critical infrastructure of other states and a duty to protect
their own critical infrastructure.'> Attacks on medical facilities have been
highlighted but the term critical infrastructure regularly also includes trans-
port, finance and energy sectors, among others.!®* Also regarding cyber
operations against critical infrastructure the question recurs how it is to
be determined whether a victim state’s will has been bent. For example,
the WannaCry attack exemplifies that coercion can only be assumed when
contextual factors point at a sufficiently clear direction of aimed influence:

160 The damage may be relevant under a potential sovereignty rule, see chapter
3.B.IIL5, as well as harm to political institutions as a distinct category of significant
harm, see chapter 3.C.IV.3.

161 Referring only to theft of data and interference with parliament’s operation without
a legal assessment Council, Decision 22 October 2020 (n.159), Annex.

162 Due diligence obligations to prevent may however be triggered in similar constella-
tions if cyber espionage operations against governmental institutions emerge as a
distinct category of significant harm, see below chapter 3.C.IV.3.

163 UN GGE Report 2015, para. 13f, g; see in more detail chapter 4.A.L.

164 UK AG Wright, ‘Cyber and International Law’ 2018 (n. 103): ‘Acts like the targeting
of essential medical services are no less prohibited interventions, or even armed
attacks, when they are committed by cyber means’; highlighting finance, education
and social security Costa Rica, Costa Rica’s Position on the Application of Interna-
tional Law in Cyberspace, August 2023, para. 25.
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The attack e.g. affected UK hospitals, German railway industry, Indian
police and hereby interfered with critical infrastructure of several states.
Yet, despite its pervasive ramifications on the broader societal level, it is
hard to argue that a state was coerced to act in a particular manner. The
predominant motivation seemed to be to extort money from victims, or
potentially to sow chaos. But due to the lack of further contextual factors
and due to the global spread of the attack it is not clear which state actors
may have been targeted for the purpose of coercion, regardless of the
implications for critical infrastructure.16

By contrast, contextual factors existed e.g. in the case of the Black Energy
or the Not Petya attack against Ukraine in 2015 or 2017. Both occurred
during the confrontation between Russia and Ukraine, inter alia over the
Russian annexation of Crimea. A further case in point is the cyber opera-
tion against the Iranian Nuclear Natanz Facility in April 2021, presumably
by Israel, which disabled its electricity grid and plausibly aimed at coerc-
ing Iran to stop its restarting nuclear enrichment project.®® When such
contextual factors are present an intended coercive effect can be assumed,
the threshold of a prohibited intervention is reached and due diligence
obligations to prevent (or in the case of the Natanz facility not to cause)
significant harm are triggered.

3.4 Impacts on the stability of the financial system

The UK!'7 and Australia'®® have argued that also attacks that impact the
stability of the financial system may amount to a prohibited intervention.
France notably considered that economic harm may even cross the thresh-
old of a use of force.'®® While the choice of an economic system falls within

165 Moynihan, ‘The Application of International Law’ 2019 (n. 58), para. 140: ‘the
intention of the perpetrating state in this case appears to have been to extract hard
currency from the individual users affected rather than specifically to influence an
outcome or conduct in the UK, which was not the original target of the attack’.

166 ‘Ronen Bergman/Rick Gladstone/Farnaz Fassihi, ‘Blackout Hits Iran Nuclear Site in
What Appears to Be Israeli Sabotage’, New York Times, 11 April 2021, available at:
https://www.nytimes.com/2021/04/11/world/middleeast/iran-nuclear-natanz.html.

167 UKAG Wright, ‘Cyber and International Law’ 2018 (n. 103).

168 Australia, ‘Supplement’ 2019 (n.143), p. 2.

169 France, ‘International Law in Cyberspace’ 2019 (n.94), p. 8; Finland is also open in
this regard Finland, ‘International law and cyberspace’ 2020 (n. 10), p. 6. Why such
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the domaine réservé, integrating economic effects into the prohibition of
intervention is tricky and contentious in international law."”® It must be
noted that the financial system depends largely on private actors, such
as private banks. It is therefore prima facie difficult to ascertain that the
targeting of a single commercial entity may coerce a state.'”! Furthermore,
due to the interconnectedness of the international economic order, through
trade and finance, mutual economic effects are inevitable. Hence, it is
likely that economic effects only exceptionally amount to a prohibited
intervention. Arguably, if e.g. a national central bank that has a systemic
relevance for the stability of the financial system is targeted by disruptive
cyber activities and if subsequently large-scale economic harm occurs that
requires a state to intervene and make economic policy choices, a coercive
effect can be assumed."”? It has also been argued that the cyber operations
against US financial institutions from 2011 to 2013 by disruptive DDoS
attacks amounted to coercion on the US.'”?. As at the time sanctions against
Iran - to which the attack was attributed - existed, geopolitical factors make
an intended coercive effect on behalf of Iran plausible. However, as several
severe cyber operations against financial actors rather resemble vandalism,
harm to financial actors or the financial system will only in exceptional
cases amount to prohibited intervention. The detrimental consequences
of economic harm following cyber operations may also be sufficiently ad-
dressed if severe economic harm emerges as a distinct category triggering
due diligence obligations.'”* Overzealously elevating economic harm to pro-
hibited intervention seems unnecessary.

an extensive interpretation of the use of force in cyberspace is to be rejected see
above chapter 3.B.I1.2.

170 Kunig, ‘Prohibition of Intervention’ 2008 (n. 123), para. 25.

171 Moynihan, ‘The Application of International Law’ 2019 (n. 58), para. 118. ‘“Thus, if
a state-sponsored cyberattack is directed at a single commercial entity such as a
private bank (...) this would not engage the state’s inherently sovereign functions
because it is a private entity rather than a whole sector falling exclusively within the
government’s powers’.

172 Bobby Vedral, ‘The Vulnerability of the Financial System to a Systemic Cyberat-
tack’, in in Tatdna Jan¢drkovd/Lauri Lindstrom et al. (eds.), Going Viral (NATO
CCDCOE 2021), 95-110.

173 On the basis that it targeted an entire financial sector Moynihan, ‘The Application
of International Law’ 2019 (n. 58), para. 118.

174 See below chapter 3.C.I.
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3.5 Harm to the political and/or cultural system

The choice of a cultural system falls within the domaine réservé. In this
vein, France has also broadly referred to ‘harm to political and cultural
systems’ as potential violations of the prohibition of intervention.””> Open-
ended references to cultural systems were also made by Iran”¢ or in the
joint statement by Russia and China of 2016 which refers to ‘disruption
of social order, incitement of inter-ethnic, inter-racial and inter-religious
antagonism’””” as potential cyber-induced prohibited interference. While
the reference to interference somewhat resonates the Nicaragua dictum
referring to the choice of ‘political and cultural systems’, such assertions
seem dangerously indeterminate and are likely to be abused without legal
specification. As noted in the context of influence operations, extensively
interpreting content as harmful may incentivize undue restriction of free
speech.”® Asserting content harm as significant harm triggering due dili-
gence obligations will regularly require close legal scrutiny.

3.6 Undermining the territorial state’s exclusive right to enforce the law

In the context of the prohibition of intervention also so-called ‘hack-back’
operations need to be considered. Via ‘hack-back’ operations both state
and non-state actors on the territory of a third state may aim to disable
malicious cyber operations which emanate from another state’s territory,
e.g. by disabling a server used for an attack.””® Such hack-back or ‘active

175 France, ‘International Law in Cyberspace’ 2019 (n. 94), p. 7: ‘Interference by digital
means in the internal or external affairs of France, i.e. interference which causes
or may cause harm to France’s political, economic, social and cultural system, may
constitute a violation of the principle of non-intervention’.

176 Iran, ‘Declaration’ 2020 (n. 106), Art. III, para. 2: Armed intervention and all other
forms of intervention or attempt to threaten against the personality of state or
political, economic, social, and cultural organs of it through cyber and any other
tools are regarded as unlawful

177 The Joint Statement Between the Presidents of the People’s Republic of China
and the Russian Federation on Cooperation in Information Space Development,
26 June 2016, para. 2.

178 See above chapter 3.B.I1.2.3.1.

179 In the context of ransomware attacks emanating from Russia US President Biden
was asked whether it ‘made sense to attack the actual servers that are used in an
attack’. He answered in the affirmative, Remarks by President Biden Before Air
Force One Departure, 9 July 2021, available at: https://www.whitehouse.gov/briefin
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cyber defence® operations can arguably be seen as equivalent to a law
enforcement operations. As law enforcement is the exclusive right of a
sovereign state and hereby falls into the domaine réservé this raises the
question whether such acts reach the threshold of prohibited intervention.
The Tallinn Manual rejects that extraterritorial law enforcement violates
the prohibition of intervention on the grounds that it is not coercive as
an affected state is not ‘compelled to act in an involuntary manner or invol-
untarily refrain from acting in a particular way’.'8! Under the traditional
approaches to coercion - e.g. requiring that a state’s will is bent or that it is
forced to make a policy choice it would otherwise not have taken — extrater-
ritorial law enforcement is indeed hard to grasp as prohibited intervention.
If one defines coercion more broadly, e.g. like Australia, as the effective
deprivation of the ability to control, decide upon or govern matters of an
inherently sovereign nature'®?, arguably, hack-back operation by both state
or non-state actors would deprive the territorial state of the exclusive right
of law enforcement as the territorial state is not able anymore to disable
the server itself (or to deliberately choose not to do so). In this reading
law enforcement operations, e.g. via so-called hack-back operations, may be
considered a violation of the prohibition of intervention. A cyber operation
based on Art. 37 of the Swiss Intelligence Law that allows the penetration of
servers located abroad to interfere with data in case of attacks against Swiss
critical infrastructure'®3 would then amount to a prohibited intervention.
However, more opinio iuris would be required to determine under which
precise conditions extraterritorial enforcement measures by both state and
non-state actors reach the threshold of prohibited intervention.!®4

g-room/speeches-remarks/2021/07/09/remarks-by-president-biden-before-air-force
-one-departure-5/.

180 UK National Cyber Security Strategy 2016-2021, p. 18.

181 Schmitt, “Tallinn Manual 2.0’ 2017 (n. 1), commentary to rule 4, p. 24, para. 22.

182 Australia’s Cyber Engagement Strategy, Annex A: Supplement to Australia’s Position
on the Application of International Law to State Conduct in Cyberspace, 2019, p. 4.

183 Switzerland, Bundesnachrichtendienstgesetz 2017, AS 2017 4095, art. 37 (1): “Werden
Computersysteme und Computernetzwerke, die sich im Ausland befinden, fiir An-
griffe auf kritische Infrastrukturen in der Schweiz verwendet, so kann der NDB
in diese Computersysteme und Computernetzwerke eindringen, um den Zugang
zu Informationen zu stéren, zu verhindern oder zu verlangsamen. Der Bundesrat
entscheidet iiber die Durchfithrung einer solchen Massnahme (...)".

184 On extraterritorial enforcement measures as a violation of sovereignty see in the
following 3.B.I1.2.3.6.
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4. Lack of clarity regarding the threshold of prohibited intervention

Overall, the case study reveals a certain degree of uncertainty about the
question which cyber operations reach the threshold of prohibited inter-
vention. It is thus no surprise that statements of states on the subject matter
persistently call for more clarity on what constitutes an intervention.!%> As
with potential violations of the use of force even in cases when a cyber
operation arguably violated the prohibition of intervention states have
mostly refrained from calling out a violation.’¢ Coercion regularly requires
contextual factors, such as a geopolitical conflict or indicators regarding the
operation’s perpetrators. The problem of attributing cyber operations and
the ensuing lack of clarity over an attacker’s intention however frequently
make the assessment of a coercive impact difficult. States are well advised to
specify requirements and to highlight particular acts instead of referring to
abstract criteria.!” If a cyber operation reaches the threshold of prohibited
intervention the threshold of a risk of significant cyber harm is met, hereby
triggering due diligence obligations to prevent.

III. Sovereignty

A further prominent prohibitive rule may be an arguably emerging prohibi-
tive sovereignty rule in cyberspace.

1. The suggestion of a sovereignty rule in cyberspace

The proposition of a sovereignty rule in cyberspace was first put forward
by the Tallinn Manual. To address the problem of low-level cyber harm
the Tallinn Manual asserted that sovereignty is not only a principle of
international law from which distinct primary rules can be derived but a
prohibitive primary rule itself:

A State must not conduct cyber operations that violate the sovereignty of
another State!88

185 Netherlands, ‘International Law in Cyberspace’ 2019 (n. 15), p. 3.

186 Efrony/Shany, ‘A Rule Book on the Shelf” 2018 (n. 118), 654.

187 See also Germany, Application of International Law’ 2021 (n. 68), p.6.
188 Schmitt, ‘Tallinn Manual 2.0’ 2017 (n. 1), Rule 4.
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According to this position, sovereignty hence imposes an obligation on oth-
er states not to violate the sovereignty of other states via cyber operations.!s’
The suggestion of a sovereignty rule in cyberspace has gained significant
momentum among states and scholars.®® During the last years a significant
number of states has opined that sovereignty is a rule of international law
applicable in cyberspace, including France®!, the Netherlands"?, Germa-
ny"3, Bolivia!®4, the Czech Republic'®®, New Zealand"®, Japan!®’, Iran'® and
the member states of the AU Other states, such as the US or Israel, have
avoided taking a stance?%?, potentially employing a ‘wait and see’ strategy.2!
Only the UK has openly rejected a sovereignty rule in cyberspace.??? This
development suggests that regardless of whether in international law a sov-
ereignty rule exists states have started to embrace such a rule in cyberspace.

189 See the definition of primary Michael Schmitt/Liis Vihul, ‘Respect for Sovereignty
in Cyberspace’, Texas Law Review 95 (2017), 1639-1670, Fn.12: ‘Primary rules are
those which impose either obligations or prohibitions on States’

190 See Russell Buchan, Cyber Espionage and International Law (Oxford: Hart Publish-
ing 2018), p. 11; Frangois Delerue, ‘Covid-19 and the Cyber Pandemic: A Plea for
International Law and the Rule of Sovereignty in Cyberspace’, in Tatdna Jancdrko-
vé/Lauri Lindstrom et al. (eds.), Going Viral (NATO CCDCOE 2021), 9-24; Kevin
Jon Heller, ‘In Defense of Pure Sovereignty in Cyberspace’, International Law Stud-
ies 97 (2021), 1432-1499; critical of a sovereignty rule in cyberspace: Gary P. Corn/
Robert Taylor, ‘Sovereignty in the Age of Cyber’, AJIL Unbound 111 (2017), 207-212;
Oona Hathaway/Alasdair Phillips-Robins, ‘COVID-19 and International Law Series:
Vaccine Theft, Disinformation, the Law Governing Cyber Operations’, JustSecurity,
4 December 2020, available at: https://www.justsecurity.org/73699/covid-19-and-int
ernational-law-series-vaccine-theft-disinformation-the-law-governing-cyber-operati
ons/.

191 France, ‘International Law in Cyberspace’ 2019 (n. 94), p. 7.

192 Netherlands, ‘International Law in Cyberspace’ 2019 (n. 15), p. 2.

193 Germany, Application of International Law’ 2021 (n. 68), p. 3.

194 OAS, ‘Improving Transparency — 4th Report’ 2020 (n. 84), para. 52.

195 Czech Republic, Statement by Mr. Richard Kadl¢dk Special Envoy for Cyberspace
Director of Cybersecurity Department in the UN OEWG, 11 February 2020, p. 2, 3.

196 New Zealand, The Application of International Law to State Activity in Cyberspace,
1 December 2020, para. 12.

197 Japan, ‘International Law Applicable to Cyber Operations’ 2021 (n. 83), p. 2, 3.

198 Iran, ‘Declaration’ 2020 (n. 106), Art. II, para. 4.

199 AU, ‘Common African Position’ 2024 (n. 105), para. 13.

200 Schondorf, ‘Israel’s Perspective’ 2020 (n. 149); Ney, ‘Remarks Cyber Command’
2020 (n. 150).

201 Moynihan, “The Application of International Law’ 2019 (n. 58), para. 23.

202 UK AG Wright, ‘Cyber and International Law’ 2018 (n. 103); UK Attorney General
Braverman, ‘International Law in Future Frontiers’, Speech 19 May 2022.
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2. Sovereignty as a fundamental principle of international law

The predominant understanding of sovereignty in international law is that
sovereignty is a ‘pivotal??3 or fundamental?** principle of international law
from which other international legal norms derive. In the words of the IC]
the ‘whole of international law rests [upon it]’2%> Due to its generality and
malleability sovereignty can hardly be defined abstractly in a succinct way.
Crawford has highlighted that the term is ‘susceptible to multiple meanings
and rather a catch-all term to the collection of rights held by a state’.206
Similarly, Besson asserted that [what] sovereignty is (...) [is] determined by
the rules of the international legal order’.?’” For example, the prohibition
on the use of force and intervention, or jurisdictional rights derive from
the principle of sovereignty.2°® Due to this dependency on distinct primary
rules sovereignty has been described as lacking an intrinsic value?”®, an
‘opaque notion™!, or even ‘organized hypocrisy’!! Under the tradition-
al understanding sovereignty is ‘not to be equated with any substantive
right’?2 but rather descriptive. It is frequently also invoked in political
statements, e.g. for identity claims, without implying legal ramifications.?"3
From a legal perspective, ‘blunt’ or ‘sweeping’ references to sovereignty are
therefore best avoided.?!4

Due to the lack of an intrinsic value or a normative core, the traditional
understanding of sovereignty is hence that it is determined by rules of
international law but not a primary rule on its own - commentators have

203 Samantha Besson, ‘Sovereignty’, in Riidiger Wolfrum (ed.), Max Planck Encyclope-
dia of Public International Law (Oxford: Oxford University Press 2011), para. 1.

204 ICJ, ‘Nicaragua’ (n. 89), para. 263.

205 Ibid.

206 James Crawford, Brownlie’s Principles of Public International Law (Oxford: Oxford
University Press 2019), 432.

207 Besson, ‘Sovereignty’ (n.203), para. 109.

208 Netherlands, ‘International Law in Cyberspace’ 2019 (n. 15), p. 1.

209 Besson, ‘Sovereignty’ (n.203), para. 109.

210 Heike Krieger, ‘Sovereignty — an Empty Vessel?’, EJIL:Talk!, 7 July 2020, available at:
https://www.ejiltalk.org/sovereignty-an-empty-vessel/.

211 Stephen D. Krasner, Sovereignty: Organized Hypocrisy (Princeton: Princeton Uni-
versity Press 1999).

212 Crawford, ‘Brownlie’s Principles’ 2019 (n. 206), 432.

213 Schmitt/Vihul, ‘Respect for Sovereignty in Cyberspace’ 2017 (n. 189), 1656.

214 Krieger, ‘Sovereignty’ 2020 (n.210).
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called this position the ‘sovereignty-as-a-principle-only’ approach.?’> This
more traditional understanding of sovereignty seems to underlie para. 28
lit. b of the UN GGE Report 2015:

‘State sovereignty and international norms and principles that flow from
sovereignty (emphasis added) apply to State conduct of ICT-related ac-
tivities, and to their jurisdiction over ICT infrastructure within their
territory.?'6

The suggestion of an autonomous sovereignty rule in cyberspace is hence
prima facie atypical in international law.

3. “Violations of sovereignty’ in international practice

The editors of the Tallinn Manual and commentators supporting a sover-
eignty rule have however rightly pointed out that in international legal
practice ‘violations of sovereignty’ have frequently been asserted by states
and courts.?” It is worth taking a closer look at the core of the claims of a
violation of sovereignty:

In the Cosmos 954*8 and the ICJ Nuclear Activities?™® cases violations of
sovereignty were based on the occurrence of physical harm. As a specific
prohibition on causing significant physical harm exists — the customary
obligation not to cause and to prevent significant transboundary harm?2°
— the assertions of ‘violations of sovereignty’ in these cases appear as an
argumentative short-cut for referring to interferences with the right to terri-

215 Michael N. Schmitt, ‘In Defense of Sovereigtny in Cyberspace’, JustSecurity, 8 May
2018, available at: https://www.justsecurity.org/55876/defense-sovereignty-cybersp
ace/.

216 UN GGE Report 2015, para. 28b; UN GGE Report 2021, para. 71 lit. b.

217 Schmitt/Vihul, ‘Respect for Sovereignty in Cyberspace’ 2017 (n. 189), 1650f.; Luke
Chircop, ‘Territorial Sovereignty in Cyberspace after Tallinn Manual 2.0°, Mel-
bourne Journal of International Law 20 (2019), 349-377.

218 Settlement of Claim Between Canada and the Union of Soviet Socialist Republics for
Damage Caused by "Cosmos 954, Canada-U.S.S.R., 2 April 1981, para. 17.

219 Application, Nuclear Tests (Australia v France), 9 May 1973 ICJ Pleadings 1, para. 3
(ii).

220 IC]J, ‘Corfu Channel Case’ (n.39), p.22; “Trail Smelter’ (n. 3), 1965; in the reading of
this study the harm prevention rule, see chapter 2.B.
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torial integrity.??! It likely would have required more argumentative efforts
to assert that the threshold of significant harm was reached or to argue for
the customary applicability of the rule in the specific case.

Violations of sovereignty have also been asserted with regard to ‘trespas-
sing’ cases in which physical incursions into a national airspace or the
territorial sea of a state occurred, such as the Cosmos954 or the Corfu
Channel cases. In the Corfu Channel case the UK had violated Albanian
sovereignty by entering the Albanian territorial sea for a minesweeping
operation with warships without Albania’s consent.??? In the Cosmos954
case the Canadian government also argued that, apart from the causation
of physical harm, already the trespassing into its airspace constituted a
violation of its sovereignty.???

Physical incursions into territory can be violations of sovereignty be-
cause they affect the territorial integrity of the territorial state. The area-spe-
cific rules on incursions by land, air or sea allow for differing levels of
incursions. In the law of the sea, rights to access of landlocked countries??*
and rights to innocent passage exist.??> Also with regard to the regulation
of airspace, the content of sovereignty is spelled out in a system of primary
rules.?26 While some commentators seem to assume an absolute prohibition
against any incursion, subject to exceptions??”’, the law of the sea example
rather suggests that a universal rule regarding physical incursions applying
to all areas of the law cannot be presumed.??8

221 In a similar vein, Lahmann describes invocations of sovereignty violations in inter-
national practice as mere ‘signifier[s] of [a] legally protected interest’, not to be
confused with the assertion of a prohibitive sovereignty rule, see Henning Christian
Lahmann, ‘On the Politics and Ideologies of the Sovereignty Discourse in Cyberspa-
ce’, Duke Journal of Comparative & International Law 32 (2021), 61-107, at 95.

222 IC]J, ‘Corfu Channel Case’ (n.39), p. 36.

223 ‘Settlement Cosmos954’ (n. 218), para. 21.

224 United Nations Convention on the Law of the Sea, 10 December 1982, 1833 UNTS 3,
art. 125.

225 Ibid., art. 19; at the time of the Corfu Channel case such a right was customarily
recognized, see Kari Hakapad, ‘Innocent Passage’, in Riidiger Wolfrum (ed.), Max
Planck Encyclopedia of Public International Law (Oxford: Oxford University Press
2013), para. 2.

226 Chicago Convention on International Civil Aviation, 7 December 1944, 15 UNTS.

227 Heller, ‘Pure Sovereignty’ 2021 (n. 190), 1458, 1459; Schmitt/Vihul, ‘Respect for
Sovereignty in Cyberspace’ 2017 (n. 189), 1645.

228 See also Gary P. Corn/Robert Taylor, ‘Sovereignty in the Age of Cyber’, AJIL Un-
bound 111 (2017), 207-212, at 210; eventually also Schmitt/Vihul do not assume such
an absolute prohibition against trespass in cyberspace as they call for identification
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Further examples of violations of sovereignty include kidnapping cases —
e.g. the abduction of Adolf Eichmann by Israel in Argentina.??® Abduction
both affect the right to territorial integrity and the exclusive right of the
territorial state to exercise (enforcement) jurisdiction in its territory.?3°

Remarkably, regarding all these cases it was hence necessary to assess
whether rights derived from sovereignty, such as the right to territorial
integrity or jurisdictional rights, have been interfered with in order to
conclude on a violation of sovereignty. This suggests that sovereignty as
such does not stipulate a sufficiently precise prohibitive rule but that the
content of sovereignty and correlative prohibitions need to be spelled out
in a context-specific manner via reference to primary rules derived from
sovereignty but not identical with it.

4. Concepts of sovereignty in cyberspace

Due to the lack of an inherent self-ascertainable content of sovereignty it is
the core question whether states have specified the meaning of a potential
sovereignty rule in cyberspace. Before turning to suggestions as to the legal
content of a sovereignty rule it is necessary to examine how sovereignty in
cyberspace has been defined by states conceptually.

Some commentators have noted that it ‘depends who you ask what sover-
eignty in cyberspace is’.23! Many Western, as well as several American states,
merely explain sovereignty in cyberspace as their exclusive right to regulate
information and communication technology (ICT) and persons conduct-

of criteria for what constitutes a violation of territorial sovereignty - such identifica-
tion of criteria would be superfluous if indeed an absolute prohibition against any
trespass existed, see Schmitt/Vihul, ‘Respect for Sovereignty in Cyberspace’ 2017
(n. 189), 1647: ‘The pressing task is (...) to identify the criteria for violation [of
territorial sovereignty] by means of cyber operations’.

229 United Nations, Security Council, Resolution, S/Res/138, 23 June 1960.

230 Stephan Wilske, Abduction’, in Riidiger Wolfrum (ed.), Max Planck Encyclopedia of
Public International Law (2019), para. 12; Menno T. Kamminga, ‘Extraterritoriality’,
in Ridiger Wolfrum (ed.), Max Planck Encyclopedia of Public International Law
(Oxford: Oxford University Press 2012), para. 23.

231 Mark Pomerleau, What is ‘sovereignty’ in cyberspace? Depends who you ask’,
FifthDomain, 21 November 2019, available at: https://www.fifthdomain.com/interna
tional/2019/11/21/what-is-sovereignty-in-cyberspace-depends-who-you-ask/.
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